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Incidents/Articles of Note:

​Flaws In Two Popular WordPress Plugins Affect Over 7 Million Websites

Cheap Shots: Vaccine Phishing Scams Target Employees Seeking A Return To

The Office

Phishing Campaign Uses US Tax Season To Lure Victims

‘The Race Is On’: CISA Raises The Alarm Bells About Ransomware Attacks

Against Microsoft Exchange Servers

5 Security Checks To Perform When Your Site Is Being Developed

Top 3 Cybersecurity Lessons Learned From The Pandemic

A Year On From The Home Working Surge, Cybersecurity Practices Are Still

Inadequate

Researchers Discover Two Dozen Malicious Chrome Extensions

Cybercriminals Capitalizing On Our Reliance On The Cloud

Microsoft Exchange Flaw: Attacks Surge After Code Published

‘A Lot Of Late Nights’: Zoom Compliance Chief Reflects On The Year That Was

The Pandemic

CopperStealer Malware Targets Facebook And Instagram Business Accounts

 

VIEW TOOLS

Cybersecurity

Tools

Test your users and your

network, get started now.

KnowBe4 gives you the

tools to better protect

your organization from the

bad guys

 

 

VIEW RESOURCE

NICCS

NICCS (National Initiative

For Cybersecurity

Careers and Studies) is

an online resource for

cybersecurity training that

connects Government

employees, students,

educators, and industry

with cybersecurity training

providers throughout the

Nation.

 

 

VIEW RESOURCE

134 Cybersecurity

Statistics and

trends For 2021

2020 brought with it

several trials and

triumphs. COVID-19 has

forced companies to

create remote workforces

and operate off cloud-

based platforms.  Click

below to see 134

Cybersecurity Statistics

and Trends for 2021.

 
 

 

March 30 @ 8:45 am - 10:15 am EST

The Threat Actor Behind

SOLARWINDS SUNBURST

Supply Chain Attack

UNC2452, the threat actor behind the

SolarWinds SUNBURST supply chain

attack, is one of the most advanced,

disciplined, and elusive threat actors

Mandiant has ever investigated.

UNC2452’s operators have a mastery

of both offensive and defensive skills -

and have used that knowledge to refine

their intrusion techniques to hide in

plain sight.

REGISTER

 

 

April 13 @ 1:00 pm - 2:00 pm EST

Cyber Conversations -

Optimize 5 Trends to

Reduce Resource Drain

Lorem ipsum dolor sit amet,

consectetur adipiscing elit. Curabitur

placerat tellus sit amet ipsum ornare.

REGISTER

 

 
 

This is an open-source product.  Redistribution is

encouraged.

 
 

View Virginia Fusion

Center Homepage

Click Here​

 Observe Suspicious

Activity?

Report Online

 

 
Awareness through information sharing

This bulletin is the result of collaboration and cooperation from a variety of

Shield programs and public safety orientated officials.  Special thanks to the

following partners.

 
 

   

 
 

VFC Shield

"Awareness

Through Information Sharing"

 NEED HELP WITH THIS

EMAIL?

​View in a browser

Download as a PDF

 USEFUL LINKS

• VFC Fusion Site

• Shield Homepage

• All Products

• Report SAR

• Email Coordinator

 
 

The opinions or conclusions of the authors reflected in the open source articles

does not necessarily reflect the opinion of the Virginia Fusion Center. The

sources have been selected to provide you with event information to highlight

available resources designed to improve public safety and reduce the

probability of becoming a victim of a crime.

------------

       

 

 

https://fusion.vsp.virginia.gov/vfcshield/cyberaware-march-2021-2-of-2/
https://fusion.vsp.virginia.gov/shield
https://thehackernews.com/2021/03/flaws-in-two-popular-wordpress-plugins.html
https://betanews.com/2021/03/18/phishing-us-tax-season/
https://www.hackread.com/5-security-checks-to-perform-when-your-site-is-being-developed/
https://www.darkreading.com/operations/top-3-cybersecurity-lessons-learned-from-the-pandemic/a/d-id/1340375
https://www.darkreading.com/vulnerabilities---threats/researchers-discover-two-dozen-malicious-chrome-extensions/d/d-id/1340482
https://www.helpnetsecurity.com/2021/03/22/cyberattacks-on-cloud-environments/
https://www.databreachtoday.com/microsoft-exchange-server-flaw-causes-spike-in-attacks-a-16236
https://threatpost.com/copperstealer-hijacks-accounts/164919/
https://www.knowbe4.com/free-cybersecurity-tools-ga?utm_term=%2Bcomputer%20%2Bcyber%20%2Bsecurity&utm_campaign=Google_NonBrand_Cybersecurity_Search&utm_source=google&utm_medium=ppc&gclid=EAIaIQobChMI36i-3bjL7wIVGOTICh0jzQPKEAAYAyAAEgJucfD_BwE
https://niccs.cisa.gov/about-niccs
https://www.varonis.com/blog/cybersecurity-statistics/
https://www.infragardnational.org/event/ima-webinar-broadcast-infragard-maine-presents-the-threat-actor-behind-solarwinds-sunburst-supply-chain-attack/
https://www.infragardnational.org/event/ima-webinar-broadcast-cyber-conversations-w-infragardncr-transform-infosec-optimize-5-trends-to-reduce-resource-drain/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/vfcshield/cyberaware-march-2021-2-of-2/
https://fusion.vsp.virginia.gov/wp-content/uploads/2021/03/securing-our-houses-of-worship-march-2021-2-of-2.pdf
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/sar
mailto:dante.robinson@vsp.virginia.gov

